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Like your car, a little maintenance and care go a
long way toward keeping your computer equipment
running smoothly. To keep your computer running
at optimum speed, routinely perform these tasks:

Empty the trash on the desktop

What is it?

Every time you delete a file from Windows
Explorer, such as files on your desktop, it goes into
the recycle bin. This is Microsoft’s way of ensuring
you don’t delete things you really want to keep.

To empty the Recycle Bin:

1. Place your cursor over
the recycle bin.

w 2. Right click with your
mouse.

Recycle Bin 3. Choose “Empty Recycle

Bin.”

Notes:

* Recycle Bin works only with files deleted from
the Windows environment, i.e., files on your C
drive. Files deleted with File Manager or at the
command line will not appear in the Recycle
Bin.

* To open a file that is in the Recycle Bin, drag it
onto the desktop and then double-click its icon.

Empty the trash in your email

What is it?

Every time you delete an email, whether from your
inbox, sent folder, or other folders, the message is
sent to a recycle bin in your email program. You
should periodically delete these messages.

To empty the trash in your
email program:

1. In the folder list, right click
- Deleted Items.

terns (4] BEGTEK “Empty Deleted Items
Folder” on the shortcut
menu.

Deleted |

Better yet, you can set up your computer to

automatically empty your trash.

To turn on or off automatic emptying of the

Deleted Items folder:

1. On the Tools menu, click Options and then click
the Other tab.

2. Select the “Empty the Deleted Items folder upon
exiting” check box.

Note: To be notified before you empty the Deleted
Items folder, click the Tools menu, click Options;
click the Other tab, click Advanced Options, and
then select the “Warn before permanently deleting
items” check box.



Delete your temporary files

What is it?

In the normal course of your daily work, Windows
uses temporary files. There are certain folders that
hold these files. The folder names vary depending
on your system.

# Find: All Files

File Edit “iew Options Help

I Date I Advancedl

Mamed: I".tmp

Containing bext: I

Lok i Ig )

W Include subfolders Brav

[a—

. Find the Start utility.

2. Choose Start/Find/Files or Folders to start the
Windows Find utility.

3. Enter *.tmp for the file name, and make sure you
have "Look in" set to the top level of the C:
drive, with "Include subfolders" selected.

4. Find the files.

5. Click “Find now”, and click the maximize icon
to see the results.

6. Click the “Modified” bar to arrange the files by

modification date, starting with the earliest.

7. Select the first file in the list by clicking the file
name.

. It should have the earliest date/time stamp in the
"modified" section.

. Scroll down to the last file in the list.

‘.‘ Find: Files named =.tmp =] B3 I
File Edit “iew Option: Help
Name & Location | Diate Modfied | Advanced |
Find Mow |
Mamed: j Eon |
Look in: Iﬁ j Browse... | MNew Search |
W Include zubfalders Q
Manie | I Folder | Size | Type | M adified
. ~DFZBE0.tmp CAWINNT OKB  TMPFile  12/9/02 7:32 AM
~DF3CE4.tmp CAWINNT OKB  TMPFile  12/6/02 7:45 A
1] | i
|2 file(s) found [ v

10. Hold down the <Shift> key and click the last

file name. This selects everything between
this file and the first one you selected.



11. Right click the list of selected files, and
choose “Delete.”

Confirm Multiple File Delete E

@ Ale you sure vou want to send these 2 items to the Recycle Bin?

12.  Confirm that you want to send the files to
recycling.

13.  Close the Find utility when you are finished.
14.  When you are sure you want to permanently

delete the temporary files, right-click on the

Recycle Bin
and select
“Empty
Recycle Bin”. Open
Explore
15. Confirm the Empty Recycle Bin
deletion, and
the temporary Easte
files will be b A Create Shortcut
gone from e

your system. Properties

Note: You may come across a file or files that
Windows will not allow you to delete. This is
normal, and you can safely ignore those files.

Method 2 - Deleting Temporary Files (Windows
95/98):

A o

10.
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Close all programs.

Double-click on Windows Explorer.

Scroll down to the "C:\Windows" folder.
Double-click on the "C:\Windows" folder.
Scroll down to the "Temp" sub-folder.

Click on the top file in the "Temp" subfolder.

Scroll down so that you can see the bottom file
in the "Temp" sub-folder.

While holding down the <Shift> key on the
keyboard, click on the bottom file.

. Press the Delete key on the keyboard. Click on

Yes to delete the files. (Actually, the files will be
moved to the Recycle Bin.)

If you get a message saying that the computer
cannot delete a certain file, then try deleting
only 5-10 files at a time. (Click on the top file,
<Shift> Click on the bottom file in the 5- or
10- file block.)



Delete your temporary Internet files

What is it?

Every time you land on a website, your browser
creates a file for it and stores it on your hard drive,
even if you have spent no more than a few seconds
on the site. Among other things, it helps your
browser load the website faster should you want to
return to it later. As a result, hundreds upon
hundreds of temporary Internet files called “cache”
can accumulate on your hard drive. They take up
space and slow the workings of your computer.

To delete your temporary Internet files:

1. Put your cursor
over the Internet
Explorer icon and
click the right
mouse button.

2. Select Properties
from the list of
options provided.

Open

Cut

Create Shortcut
Delete
Rename

Properties

11

General |Securit_l,l| F'rivac_l,ll I:Dntentl Cnnnectionsl F'n:uglamsl .t’-‘-.dvancedl

—Home page
% Y'ou can change which page to use for your home page.

Address:

[l eEamment |z Default Lze Blank

— Temporany Internet filez

< Pages pou view on the Internet are stored in a special folder
@ Y for quick viewing later.

Delete Cockies... Delete Files. . Settings...

— History

The History folder containg links to pages you've visited, faor
quick access bo recently viewed pages.

Days to keep pages in higtany: |3 3: Clear History |

Colors. .. | Fontz... | Languages... | .ﬂ.ccgssibility...l

Internet Explorer Properties EHE

QK I Cancel | el

3. You will see the Internet Explorer Properties
screen.

4. Under the temporary Internet files section, click
“Delete Cookies.” You will receive a
confirmation screen. Select ok.

12




Note: Some versions of Windows do not have the
delete cookies option. Ignore this and continue with
step 3.

5. Next, select “delete files.” Again, you will
receive a confirmation screen. Be sure to click
the “delete all offline content” box and select

yes.
Delete Cookies E

Delete all cookies in the Temporarny Intermet
Filez folder?

Cancel |

Note: Depending on the last time you cleaned your
temp files, this may take several minutes.

Delete Files Ed

& Delete all files in the Temporary Internet Files folder?

ou can alzo delete all pour offline content stored
Inczally.

IV Dielefe all offine content

ok I Cancel

6. Finally, select ok and close that dialogue box.
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Defragment your system

What is it?

A fragmented hard disk can slow your computer
performance significantly. If you are performing an
occasional system cleanup because you've noticed
your programs and files take a little longer to run,
file fragmentation may be one reason for it. This
tutorial explains how and why files get fragmented,
and what it
means to
defragment a

fies] hard drive.

FAT and directonies

- When a
Y computer's
E

operating system
has to save a file
to the hard disk,
if it cannot find a
large enough
space to store the whole file, it can store it in
smaller pieces, called fragments. Unfortunately,
Windows sometimes uses fragments even when it's
not necessary. Programs that use files can't tell the
difference between a whole file and a fragmented
one, but accessing fragments takes a small amount
of extra time.

uger data area

14



Most people tend to accumulate more program files
and data files on the main system disk as time goes
on. This causes files on the disk to become more
fragmented. The small amounts of extra time add
together to slow down your computer. A disk that
contains a lot of fragmented files with a lot of small
pieces of free space between files is called a

fragmented disk.

To defragment your system:

Windows NT:

1. Select Start from
the taskbar.

2. Select Programs

3. Select Executive
software

Windows 95:

. Select Start from

the taskbar.

. Select Programs
. Select Accessories
. Select System

4. Select Diskeeper Tools
workstation . Select Disk
5. Select Diskeeper defragmenter

. Wait until a time when you can do without your
computer for a long time, because defragmenting
is a long process. Before you go to lunch would
be a good time. Close all applications and start
the Disk Defragmenter program. The opening
screen may vary, since the appearance has
changed through different versions of the
software. Choose the drive you want to
defragment from the list provided.
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Walume | Sesion Status | File System | Capacity | Free Space | % Free Space |

[=](m] Stopped MTFS 3412 MB 1700 MB 43%
=1D:) NTFS 4,620 MB 4,351 MB 9%

Analyze Defragment Fause Siop YiewE el

M Fragmented files B Contiguous fles [ Systemfies [ Fres space [ PagingFile [ Directories
Reserved spstem space

TR, e

7.

It is difficult to gauge progress by looking at the
status bar, so click “show details” to see the
progress.

YI
.

|
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&. On the details screen you

can click Legend for an
explanation of the colors
shown.

9. After the Defragmenter
has finished, it will show
any result messages,
usually just a statement
that it has completed

Unaptimized data that:

u]
5]
]

BEO@EORA

Each box reprezents one disk cluster.

Belongs at beginning of drive
Belongs in middle of drive
Belongs at end of drive

Optimized [defragmented) data
Free space

[Cata that will not be moved

Bad [damaged] area of the disk
Diata that's currently being read
Diata that's currently being written

defragmenting. Click Yes to stop the

Defragmenter.
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Run scan disk

What is it?
Since 1995 Windows has included ScanDisk, an

easy to use tool for finding and fixing disk and file
errors.

To run scan disk:
Note: This is not an option for NT workstations.

1. Start ScanDisk by choosing
Start/Programs/Accessories/ System

18

Tools/ScanDisk.

Choose your
main system
disk, or another
local hard disk,
and choose the
"standard" scan
option.

. Click ok, then

"Start."
ScanDisk will
give you a

Q ScanDisk - [C:]

&

Select the drive(s] you want to check for emors:

=4 3% Floppy [4:]
B
= Syatem_save [0

— Tupe of kest
+' Standard

[checks files and folders for ermors)
" Thomugh

[performs Standard test and scans disk suface

[ automatically fis erors

summary screen to inform you which tests it is

making.



3. If ScanDisk finds any errors while scanning your

disk, choose a method of fixing them and continue.

ScanDizk Found an Ermmor on [C:]

ScanDizk found 32768 butez of data in 1 lost file fragrment]z].
Lozt file fragments might be uzeful files or folders, but are
orobably just taking up space.

¢ Discard lost file fragment(s] and recover disk space.
' Convert the lost file fragment(z] into file[z).
" Ignaore thiz errar and continue.,

Cancel Mare Infa...
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Run registration clean

What is it?

As time goes by, you install programs on your
computer, use them, remove some of them, and
repeat the process many times. At each step, the
Windows registry gets modified. This section shows
you how to make sure the registry doesn't contain
wasted space or errors.

When you install a program that will run under
Windows, several functions happen automatically in
the registry. Environment information is entered
into the registry, program files and application
extensions are copied to the system disk, and
shortcuts to the software are added to the Start menu
and the user's desktop. The registry information
must be correct for the software to run correctly.

Along with software information, the registry also
contains information about the Windows
installation, the users on the system, and the system
hardware. The registry is designed to be maintained
automatically, with no direct user contact. This
means that when a program modifies the registry, it
is transparent to the user.

20



- : 5. Once it has
TO run reglstratlon u il Bg_clean ﬁnl Shed - ‘windaws Registy Analysis and Conection

E||e Edlt Eiew ﬂelp RegClean has finished checking the registry. [t can now

clean: — S checking the
1. Click the My I _4 Reg-Clean E System, it :verselhe ctol:le:l\onsHegEI;aanma):as. )
Computer 1001’1. HHEQUBEHBHE w]ll ask you m;sfﬂeﬂ:ﬂﬁmgﬂgjﬁﬂ%ﬂges s and comments to
2. Select your C to fix errors T
drive. or canc el. ‘Fimshed checking. Waiting to Fik Erors

3. Select the Reg-
Clean folder and 6. Select Fix oo | [

you will see the Errors.
RegClean.exe
icon. 7. After the errors have been fixed, a confirmation

screen will alert you that the process is finished.
4. When you double-click this icon, Microsoft will

automatically begin Reg-Clean. 8. Select Exit.
iosoi Bogtioan
HiciosofiliiegElean Windows Registy Analysis and Correction
‘windows Registry Analysis and Corection NOte: MICTOSOft ¢ o FcoCiean i finshed)
HggCIean is checl_&ing a part of your r_e_gistr_l,I for enors. Thiz RegCIGan LLG?Ew;'lfﬁi"gﬂa.?:ﬁ;?g;c'|2§‘§"y to coree the erors
will take several minutes. When it is finished, you may .
cancel and exit RegClean, or let it fix the errors it found. [f Please report all bugs, suggestions and comments to
ou let RegClean fix the errors, it will generate an Unda file automatlcally regelean@microsoft com
in the folder with FegClean. Double-click on this file to
reverse the comection: RegClean makes. makes a baCk- e =g e
Please report all bugs, suggestions and comments to up, Wthh Wlll
reqcleanmicrosoft. com b .
e located in the
The RegClean Team
same Reg-Clean

ILoading Class |dentifiers... folder under the Fi s | Exit
C drive. There

is no need to open these folders as this will undo the

process you have just done. It is recommended to

keep the most recent registration clean and delete all

others.

Sitart e |
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Cleaning the mouse

If you have a mouse and the mouse pointer begins
moving erratically across the screen or becomes
difficult to control precisely, then cleaning the
mouse will likely improve its accuracy.

To clean your mouse:

1.
2.

Turn the mouse upside down.
Rotate the retaining ring on the bottom of the
mouse counter-clockwise.

" 3. Remove the retaining
ring and mouse ball.

(®

Remove any dust, lint or dirt from the mouse ball
with a soft cloth.

. Clean the mouse %
.

rollers with a cotton
swab dipped in
isopropyl alcohol.

- . 6. Replace the mouse ball and

% / lock the retaining ring into
place.

23

Basic Windows Instructions
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Using the mouse

Single versus double clicks

1.

Generally, you want to single click with the left
mouse button on anything that looks like a
button and double-click with the left mouse
button on anything that looks like an icon (a tiny
cartoon) to open or start it. [Unless otherwise
stated, "click" or "double-click" below means
with the left mouse button. ]

Right mouse button

1.

Use a single click with the right mouse button on
any blank area on the Desktop to bring up a
menu pad that allows you to change the color of
or turn on the screen saver for the Desktop.

. Use a singe click with the right mouse button on

a blank area of the Task Bar (the gray strip at the
bottom of the screen) to bring up a menu pad that
allows you to minimize the size of all open
windows, or tile, or cascade the windows (tile
means to arrange the open windows into equal
areas like your bathroom tiles; cascade means to
stack them all so their upper left corners, for
example, are all on a diagonal).

25

Selecting multiple items, files, folders, etc.

1.

In Windows Explorer, or on the Desktop, if you
want to click on more than one file and they are
not in one block, you can hold down the Control
key and click on the files you want to highlight.
Or, you can click on one file, and then, while
holding down the <Shift> key, you can click on
a file further down the list if you wish to select
those two files and all the files in between.

To open Windows Explorer, right click on the
Start button at the bottom, left-hand corner of
the screen, then click on Explore.

Opening windows

1.

26

Double click on the icon to open the file,
program or folder. You can move the position of
the window on the Desktop by clicking on and
dragging the color bar that runs all the way
across the top of each window. This color bar is
called the "Title Bar."



Closing windows

1. You can completely close and get ¥
rid of a window by clicking on the JEIJ

X button at the top, right-hand
corner of the open window, although it is a good
practice to select - File, Close if available.

2. You can minimize a window to a button on the
Taskbar by clicking on the button that has what
looks like an underline or underscore ()
character on it. Notice it is now on the gray
taskbar at the bottom of your screen.

Maximizing the size of a window/
restoring the size of a window to its
original size

1. You can make the window
completely fill the screen by Jilﬂ

clicking on the button that looks
like a square with a bar along the top (the middle
button).

2. After doing the above, you will see a different
button where the maximize button was. This is
the restore button.

27

3.

28

Click on this button to restore the window to its
original size (slightly smaller than full-screen) so
you can see the My Computer, Recycle Bin,
Inbox and Microsoft Network icons on the
Desktop again.



The taskbar Sorting files

# 5tant| [ inbox - Microsoft Outl... B WordPerfect 3 - [HARRe=..| 1. To sort files by:

_ a. Name: Click on the name button above the
1. The Taskbar at the bottom of the screen displays list of files.

which programs and/or windows are open. You ] ) )

can quickly move a window in the background b. Size: Click on the size button above the list of

forward on the screen by clicking on these files.

buttons. c. Type: Click on the type button above the list
of files.

d. Age: Click on the modified button above the
list of files.

Changing the size of icons

1. Double click on the My Computer icon, then on
the C: Drive icon.

Fie Edt Yiew Toos Help

(== Poolon 3a0) i = A e = M i o el
I T—

Al Foders Conteris of P-V
Deskton =] [Name [ See[Tope [ Modiied [ Attibuies |
=3 My Computer [ 1Temp Feed File Folder 10/20/02 1239 AM
. . . sl 2 Floppy (4] | 1Temp Planet File Folder 0/21/02 344 PM
2. If you want to see larger icons associated with v o
N :ll 2’“"‘9599 [ 1Zer0_Out File Folder 11713402 10:25 A
-1 Al
. - = %2702 300 P
.
S awz00 23048 1/31/02 386 PM
each file, click on view at the top of the screen an 2
. - j :izswb 1B anduidth Utizston 2001 api GOKB Quattre Pro 3 Notebook 1014021211 PM
an d th en OIl lar e l c On S ) Incculan "] blue river compact 24(c) letter.crwpd 17KB WordPerfect 3 Document B/20/02 B4DAM
g . 21 MckimediaFies Fbie fver compact 24(c)eterdoc 24KE  Microsaft Word Document B127/02 53240
L1 My Datuments <] blue river compact 24(c) letter wpd KB WordPerfect 3 Dosument B/27/02 B:30 AM
<1 My Music COUNTIES.220CT02 gom BKE Qualio Pro 3 Notebock, 10/22/02 1225 PM
1 NTOptionPacks etupFiles ||DanJPG SKE  jpg Image. A0/3/01 312 40
) Progran Fies o d 10MKB WordParfect § Document 5/29/021219PM
1 PWSSetupF ks JDenvis PG 17968 ipg Image 8720101 1:51 P
-1 RegClean Detench.JFG 103CE  ipg Image 10/3/01 84240
. . 21 Temp DFope oo T0KE ipg Image 8/24/01 1:35 P
3 . I you Want tO SE€C MOore 1mniorn |at10n ab Out each L tooks e corel 10012002 shn 181.620.. Corel Pesentations 3 Show W0/02 824 A0
L1 Webshare Rl doc 27KB  Microseft Word Diacument 11/26/02 346 PM
il Winnt B9 Pl doc 11,626KB Microsol 1d Document 1/26/02 335 P

file, click on view and then on details. To see wir® | s s | T A
just the file names, click on list.
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Copying files from one folder to another

1. Copying to another folder on the C: drive (Hard
Disk):

a. Click on the file you want to copy with the
left mouse button to highlight it.

b. Click and drag the file with the right mouse
button to where you want to copy the file.

c. Release the right mouse button.

d. Click on Copy Here with the left mouse
button.

2. Copying to a floppy disk:

a. Highlight the file you want to copy and then
click on File.

b. Click on Send to and then 35" floppy (A).

Send To b =3 21 Floppy [&)
Cut =3 5% Flappy [B]
Copy @ Fax Recipient
Create Shartcut &4 Mail Recipient
Delete 5] My Briefcaze

Rename T

Froperties
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Moving files

1. Copying a file leaves the file in its original
location and generates a copy in the destination
folder. To move a file from its location and not
leave a copy behind, use your right mouse button
to click and drag the file and then click on Move
Here on the menu pad that pops up on the screen
when you release the right mouse button.

Deleting files or folders (the recycle bin)

1. Highlight the file/folder you want to delete by
single clicking on it and then press the delete key
on the keyboard. Click on Yes on the "Confirm
Delete" dialog box that pops up on the screen.

2. If you want to permanently delete a file, hold
down the <shift> key while pressing the delete
key. Release the <shift> key.

3. If you want to bring back a file you have deleted,
double click on the Recycle Bin icon on the
Desktop. Click once on the file you want to
undelete, then click on file and restore. The
computer will automatically place the restored
file back in its original location.
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Renaming files or folders

1.

Click on the file or folder you want to rename.

. Click on file at the top of the screen, and then on

rename.

3. Type in a new file name.

. Press the enter key, or just click anywhere else.

Note: When renaming files use care not to rename
the extension of a file. Doing so may render the file
unusable.

Creating shortcuts

1.

Highlight the file or program that you want to
make a shortcut to, and then click on file and
create shortcut. Then click on and drag this
shortcut icon to the Desktop, or into any other
window or folder.

33

Exiting Windows

34

Click on the start button, then click on shut
down. Then click on yes. When you see a
message on the screen that says "You can now
safely turn off your computer," you can turn off
the power. If the computer is a newer one, it will
shut down by itself.



Computer Frequently
Asked Questions

35

. Why won’t my computer shut down, or why

does it take so long to shut down?

Empty your temporary files. This may speed up
your computer’s processing time.

. When downloading a file, I am asked for my

domain. What do I use?
KDA

Laptop Questions:

36

. Why was I able to use Outlook before and now I

can’t?

. KDA recently upgraded to a newer version of

Outlook. Contact IRT for a service update.

* One solution is to access your email
account using the Internet and logging onto
www.ks-agr.org and then onto your email.

* To help IRT staff, test your phone line by
logging on when you are at another
telephone line.



Q. My computer battery doesn’t last very long.

A. Tt could be a bad battery. To find out, try this:
run the battery all the way down and recharge it
fully for 6 to 8 hours. If this does not solve your
problem, consult the IRT help desk.

Note: It is a good practice to periodically run your
battery all the way down by leaving it on until the
battery is empty and then fully recharge it.

IRT Contacts:

Phone: (785)-368-7385
Email: IRT-help@kda.state.ks.us

37

User’s Security Guide
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General Policy

1. Information produced by state employees
belongs to the state of Kansas and the level of
protection will be commensurate with its value.

2. Employees, agents, contractors and vendors are
responsible for understanding and complying
with the security policies set forth by the state.

3. Agency resources are to be used only to conduct
state government business, except as directed by
management.

4. All computer software programs, applications,
source code, object code and documentation are
the property of state government and will be
protected as such. This includes:

a. development by employees in the course and
scope of their employment or with the use of
agency equipment, materials or other
resources

b. development by contract personnel acting
under a contract, unless otherwise specified.

39

5.

40

The following log-in warning may be displayed
on all agency computers:

“Warning: this technology is provided for
official state business only. Inappropriate use
(including but not limited to the email system
and the Internet) may result in monitoring.
Inappropriate use may result in the proposal of
disciplinary action up to and including
termination of employment in accordance with
K.S.A. 75-2949e¢(a)(3) and other appropriate
statutes. System-wide checks will be conducted
on a periodic basis to assure that pornographic
sites are not being utilized. Internet/email
activity of this highly inappropriate nature that
is substantiated will result in the proposal of
termination of employment.”

No personal computers should be used for access
to resources unless they are specifically
authorized.

It is a policy violation to copy proprietary
software.

. Only agency approved and licensed software

may be used to conduct state business.



10.

11.

12.

13.

14.

15.

PCs must use virus detection and eradication
software to scan for viruses. Enable the auto
update feature if available. Disabling virus
protection software is not recommended.

Never download or start any program from an
external source until you have verified it does
not contain a virus.

Using software that allows remote
access/sharing functions is not authorized.

Do not leave agency portable computers
unattended without anti-theft devices.

Dial-in access should be established through
the KANS-A-N dial-up network.

Do not use diagnostic or monitoring tools
without proper authorization.

Files and messages sent or received using
agency resources are not private
communications. For job-related reasons,
authorized personnel may inspect and monitor
the use of equipment and resources.

41

16.

17.

18.

Remember that external systems such as the
Internet and email are not secure. Use
appropriate caution. Even when messages or
files are deleted or erased, it is still possible to
recreate the original message or file.

Nonpublic, confidential or protected
information may not be sent through the
Internet or email unless encrypted by an
approved method.

Inappropriate use of equipment may subject an
employee to disciplinary action up to and
including termination of employment.

Responsibilities -

19.

a.
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Data owners

The person(s) responsible for collecting,
ensuring protection of and authorizing
access to data. The owners of data should
avoid risks to the integrity, confidentiality
and availability of information systems data
and resources.

The data owner is responsible for:

1. approving all access to resources under his
or her responsibility.



20.

ii. judging the asset’s value and labeling the
data as such.

iii. ensuring compliance with applicable
control through regular review of data
classification and authorized access.

Custodians

The person(s) with responsibility to
manage, handle or protect access to data as
delegated by the data owner. Such
delegations shall be in writing.

Custodians are responsible for:

i. the safety and integrity of data within their
custody.

ii. implementing the controls specified by the
data owner.

iii. providing safeguards for information
resources.

iv. administering access to the information
resources and making provisions for timely
detection, reporting and analysis of
unauthorized attempts to gain access to
information resources.
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21. Users
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a. The people using state information assets for

business purposes. This means that the user
must protect such information resources.

. Users are responsible for:

1. using the resources only for the purpose
specified by the owner.

ii. complying with controls established by the
owner or public law.

iii. preventing disclosure of sensitive
information.

iv.  reporting suspected security violations
immediately to their supervisors with
supervisors reporting to the director of
information resources and technology.

v. any and all activity initiated by their email
ID, user ID or personal workstation.

c. User Accountability

1. Passwords are pre-stored combinations of
characters used to authenticate the identity
of an individual and to restrict or grant
specific privileges.

ii. Always verify the identity of anyone
requesting information that is classified as



nonpublic. Notify management of
unauthorized persons attempting to obtain
this information.

d. Data Owner Accountability

1. Access authorization or removal must be
communicated to the director of
information resources and technology. In
addition, removal notification must also be
provided to the personnel department.
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